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Abstract: Infectious disease surveillance in the United States has long been facing challenges of delayed feedback, inefficient data
infrastructure, and limited predictive capacities, which have been evident in recent outbreaks. However, the burgeoning development
of big data ecosystems coupled with machine learning algorithms has made it possible to transform the situation by improving the
timeliness, accuracy, and robustness of infectious disease control in the United States. This review draws upon the current literature
for a synthesis of the integration of big data and machine learning in infectious disease surveillance and control in the United States.
Conventional sources of public health-related data are presented, in addition to new sources of digital, genomic, and non-
conventional data sources such as electronic health records, syndromic surveillance, mobility datasets, social media data, wearable
biosensing, and genomic pathogen sequencing. Finally, different machine learning paradigms such as supervised learning,
unsupervised learning, and deep learning are presented in terms of their applicability for detection, forecasting, and risk assessment.
Practical applications of machine learning for early warning of outbreaks, disease control, resource allocation, and precision medicine
for public health are presented with an emphasis on the United States. Finally, future directions for research in machine learning-
related applications in disease control are presented. This review cumulatively signifies the promise of machine learning-enabled

disease control for improving the accuracy, speed, and robustness of infectious disease control in the United States.
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INTRODUCTION

Infectious diseases have repeatedly demonstrated
their capacity to challenge the systems of social
health in the United States on numerous occasions,
especially during the COVID-19 pandemic, that
claimed the lives of more than 1.1 million people
and burdened national surveillance systems the
most ever (WHO, 2023). In addition to COVID-
19, there are frequent challenges caused by
seasonal influenza, antimicrobial-resistant
pathogens, and novel outbreaks like mpox that
reveal the weaknesses in the current monitoring
systems (Flynn & Guarner, 2023; Kumar et al.,
2024; Uyeki et al., 2022). A combination of these
events highlights the persistent necessity of
infected disease monitoring systems that are not
only strong but adequately dynamic to identify,
analyze, and react to arising threats in near real-
time (Morgan et al., 2022), Ugwu et al, 2025).

One of the fundamental epidemiological functions
is infectious disease surveillance (IDS), which is a
systemic gathering, examination, and
interpretation of information on the health-related
issues to assess disease tendencies and emergence,
detect outbreaks, and identify the new pathogens,
subsequently forming part of deciding the course
of action to prevent and eliminate diseases (ldahor
et al., 2025). Integrated disease surveillance is
long promoted by the World Health Organization
(WHO) as the foundation of the successful

national systems of public health (WHO, 2025).
Nevertheless, traditional and disease-specific
surveillance operations methods have been
previously based upon manual reporting
frameworks and data streams that are siloed
(Ssemujju & Solomon, 2025; Kizza et al, 2025).
Although the basis, such systems are often limited
by delayed reporting, incomplete coverage, and
under-ascertainment, which limits its usefulness in
quick outbreak detection and response (Maddah et
al., 2023).

Recent technological changes have started to
transform the world of infectious disease
surveillance. Growth of big data ecosystems,
including electronic health records, digital data
streams, such as search query volumes and social
media activity, mobility data, generated by mobile
devices, and high-throughput pathogen genomic
sequencing, such as the CDC Advanced Molecular
Detection network, have added volume, velocity,
and variety to public health data settings never
seen (Bansal et al., 2016). These sources of data
can facilitate more detailed, population-level data,
as shown by state-level combinations of genomic
and epidemiologic data to track outbreaks of
multidrug-resistant organisms, and wastewater-
based surveillance to detect pathogen numbers
near real-time (Torres et al., 2025). Social sites
like BioSense and HealthMap also demonstrate
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how much can be done to harness the power of
syndromic, mobility, and digital signals as an
indicator of a new transmission hotspot (Simonsen
et al., 2016).

Nevertheless, access to big and complicated data
sets is not enough to revolutionize the outcomes of
surveillance. Machine learning is a new paradigm
shift in this sense and offers adaptive methods of
computation, which can derive meaningful
patterns out of high-dimensional data. Machine
learning models unlike traditional analytic
approaches which rely on fixed rules and fixed
assumptions to learn through repeated trials on
data such that they can better identify patterns,
predictive analytics and forecasting outbreaks.
Such functioning is especially essential in
anticipatory public health decisions, whose timely
and precise forecasting can be used to guide
specific responses and the allocation of resources.

It is on this background that this narrative review
is conducted to synthesize the current trends,
applications, and challenges in the area of
integration of big data and machine learning in the
field of infectious disease surveillance in the
United States. In particular, the review discusses
how these technologies can help overcome the
drawbacks of traditional surveillance systems,
make it timelier and more precise in detecting
outbreaks, and contribute to more effective disease
control tactics. This review will help inform both
public health practitioners and policymakers about
the ways in which to move towards having a more
resilient, data-driven and responsive surveillance
infrastructure by critically reviewing existing
implementations and future directions.

Traditional Public Health Data Streams

The historical context of infectious disease
surveillance development in the United States is
entrenched in a sophisticated network of
traditional data feeds that have traditionally
informed the process of making decisions related
to public health (Idahor et al., 2025). Although
these foundational systems were designed during a
pre-big data period, they have, over time, become
important elements of more of a data ecosystem.
They have been transformed by becoming digital,
automated, and networked, which has created the
foundation of more sophisticated uses, including
machine learning and predictive modeling (Bohr &
Memarzadeh, 2020; Md Russel Hossain et al.,

2023). The surveillance systems that are operated
by Centers of Disease Control and Prevention
(CDC)(Richards et al., 2017), electronic health
records (EHRs)(Guralnik, 2024), lab data
(Groseclose & Buckeridge, 2017), and health
insurance claims data are some of the most
important pillars of this ecosystem.

CDC has over decades organized a massive
surveillance infrastructure that comprises systems
of tracking infectious diseases that are nationally
standardized. The National Notifiable Diseases
Surveillance System (NNDSS) has become an
element of this architecture, and it receives reports
of legally reportable diseases submitted by state
and local health departments (CDC, 2025). This
information is crucial in identifying outbreaks,
understanding the disease burden, and resource
distribution across jurisdictions (Khodadadi &
Towfek, 2023). Further on this, the National
Electronic Disease Surveillance System (NEDSS)
was implemented to improve efficiency and
interoperability due to the ability to exchange
electronic data between healthcare providers and
public health agencies (CDC, 2024b). Although
these systems are designed as robust in nature,
historically they have been limited in terms of
timeliness and integration, thus creating an
impetus to augment them with real-time digital
data sources (McClymont et al., 2024).

One of these significant developments in health
surveillance in the public has been the growing
adoption of electronic health records (EHRs) in
surveillance processes (Perlman et al., 2017). As
opposed to conventional surveillance that is
greatly dependent on manually reported cases,
EHRs provide automatic access to automated
access to clinical data such as diagnosis codes, lab
results, medication record, and patient
demographic (Hohman et al., 2023). Such
abundance of information has reshaped the
boundaries of informatics in the field of public
health, allowing close-to-real-time syndromic
surveillance and more susceptible observation of
the initial outbreak signals (A. Goncalves et al.,
2025). Especially in the environment of the
COVID-19 pandemic, the usefulness of EHRS
became evident as it was used to track the
progression of diseases, healthcare use, and
treatment outcomes in various healthcare
environments (Williams et al., 2022). Regardless
of the promise, the widespread adoption of EHRs
in public health is still jeopardized by the
apparition of data fragmentation and the inability
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of various hospital systems and vendors to
collaborate (Birkhead et al., 2015).

Laboratory data is an essential and objective
portion of the surveillance infrastructure along
with the EHRs. Clinical and public health
laboratories produce confirmatory data regarding
infectious diseases in the form of diagnostic
testing, and in many cases, case confirmation
regarding reportable conditions can be based on
such data (CDC, 2024a). The Electronic
Laboratory Reporting (ELR) application has made
the process of notifying the health departments
about laboratory-based notifications much faster
and complete. ELR systems save time by
automating laboratory report transmission and
reducing underreporting and delays, which were
Australia-wide  problems  with  paper-based
reporting (Samoff et al., 2013). Nonetheless, the
problems remain especially concerning the
inconsistency in data formatting, codes, and
reporting procedures within the laboratories. Such
technical differences may also impair the
integration of data without any hiccups and restrict
real-time analysis opportunities (Olalekan Hamed
Olayinka, 2021).

Supplementing clinical and laboratory information
is the extensive use of health insurance claims
information, a resource that has not traditionally
been exploited in real-time surveillance but is
invaluable in retrospective analysis and assessment
of policies (Kim et al., 2020). Claims data consists
of records of bills presented by medical
professionals in order to get reimbursements and
contains diagnostic codes, procedure codes, and
medication data. Since they are extensive in their
populations across time, they are useful in offering
fundamental information on healthcare utilization,
disease occurrences, and treatment patterns in the
country. Large-scale epidemiological studies and
long-term disease surveillance are especially
beneficial as their format and consistency are
structured (Majumder et al., 2023). A weakness of
claims data, however, is their lack of clinical
subtlety, and the delay between provision of care
and its data. Such characteristics limit their utility
in the acute outbreak context but maximize their
utility in analyzing the interventions and decoding
the disease burden in retrospect (Shih & Liu,
2019).

Collectively, these conventional data sources of
public health are establishing a complex base on
which more sophisticated data science applications
are being overlaid (Kadakia & Desalvo, 2023).

The regular surveillance systems implemented by
the CDC provide national reporting uniformity,
whereas EHRs and laboratory data provide
granulometry and immediacy in disease
monitoring (Davidson et al., 2018). Claims data,
on its part, provides a longitudinal perspective of
the healthcare situation that can be used in
strategic planning and resource allocation.
Although every one of these systems has its own
strengths and limitations, their integration is a
major move towards a more integrated, data-led
public health surveillance system in the United
States.

Emerging Digital and Non-Traditional Data
Sources

Disease surveillance development in the United
States has entered the inflection point whereby use
of clinical data is no longer adequate. This has
influenced the incorporation of non-traditional and
digital sources of data in the intelligence systems
of public health (Li et al., 2021; McClymont et al.,
2024). These new streams, including real-time
clinical proxies to behavioral and physiological
indicators, provide new opportunities to detect an
outbreak early and use predictive analytics
(Liscano et al., 2025). Collectively, they increase
the scale and sensitivity of conventional
infrastructures, as well as basing a more fluid and
data-intensive ecosystem of infectious disease
observation.

Syndromic surveillance is one of the most popular
non-traditional methods that use nearly-real-time
information on symptoms and health-seeking
behavior to identify a trend that is abnormal before
it is confirmed by laboratory tests (Hughes et al.,
2020). The CDC administered program called the
National Syndromic Surveillance Program (NSSP)
provides early indications of infectious disease
activity by using emergency department chief
complaints, discharge diagnoses, and urgent care
records via its ESSENCE platform. This system
played a vital role in the COVID-19 pandemic,
where syndromic indicators were used to indicate
the increasing trends in respiratory illnesses
several days before the number of cases exploded,
which enabled jurisdictions to ramp up testing and
mitigation efforts within a few days (Romano et
al., 2022). It is worth noting that syndromic data
assisted in identifying a difference between
COVID-19 and other conditions such as influenza
and provided a decision-support tool in times of
high uncertainty (Alemi et al., 2022). These
platforms have now been regarded as vital in
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surveillance during early warnings, especially
during outbreaks that are fast moving and novel.

In tandem, the data of mobility and transportation
have become effective instruments of mapping the
dynamics of disease spread on a real-time basis.
Smartphone, public transit, and traffic data based
on aggregated and anonymized GPS location can
be used to train models on the impact of human
movement patterns on the spread of a virus (Badr
et al.,, 2020). Recent research by Cesario and
Comito (2025) also showed that when mobility
data are combined with epidemic modeling,
hotspots of COVID-19 could be predicted better,
and more precise simulation of transmission
networks was possible at the county level (Cesario
& Comito, 2025). Equally, Huang et al. (2025)
incorporated  transportation flow data into
syndromic models to showcase the importance of
cross-border mobility on local wvulnerability in
establishing the areas at high risk of importation
during international outbreaks (Huang et al.,
2025). These sources of data are being used to not
only support epidemiological modeling, but also
logistics planning of testing, vaccine deployment,
and surge response.

Wearables and biosensors have also become a
promising future in health time monitoring.
Smartwatches and fitness bracelets have the
capability to passively gather information
regarding physiological parameters such as heart
rate, oxygen levels, sleep, and temperature of the
skin-parameters that can vary prior to the onset of
clinical symptoms (Babu et al., 2024; Xian, 2023).
Mandel et al. (2025) found that integrating
wearable biosensor information with machine

learning models has a great effect on the early
detection of febrile diseases, and in cases of
COVID-19 several days before the symptoms
appear (Mandal et al., 2025). Meanwhile, Song et
al. (2025) created versatile biosensors with point-
of-care testing (POCT) systems to be able to
transfer molecular-level infection indicators
directly to cloud-based dashboards, which creates
a paradigm-shifting device in decentralized
surveillance of both clinical and community
environments (Song et al., 2025).These
innovations increase the area of observation
beyond health institutions and provide a level of
detail in population health never seen before.

Finally, the report of social media activity and
online search is already a proven way of
identifying and predicting trends in infectious
diseases. Social media apps, such as Twitter and
Reddit, and search engine queries are also real-
time proxies of the degree of concern, symptom
reporting, and behavior change in the public (Esha
Madamalla, 2025). Such insights are particularly
helpful in areas with the under-resourced health
infrastructure, where the traditional data lags are
the largest. Collectively, these four groups of
digital and non-traditional data sources reflect the
changing process of infectious disease surveillance
in the U.S of reactive to predictive and continuous
and behavior-sensitive systems. The combination
of these data streams into national public health
architecture opens possibilities to close gaps in
surveillance, improve situational awareness, and
be able to inform data-driven interventions in new
timeliness and granularity.
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Figure 1 shows how emerging digital and non-traditional data sources such as syndromic surveillance,
mobility data, wearable and biosensor signals, ad social media and web data integrate with traditional public
health surveillance to ensure early detection, predictive analytics, and enhanced situational awareness in
infectious disease monitoring.
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The integration of genomic  sequencing
methodologies  within  infectious  disease
surveillance has greatly improved the role of
public health in systematically monitoring
evolutionary changes, tracing emergent variants,
and understanding transmission dynamics at an
unprecedented scale (Tiwari et al., 2025). Within
the United States, large-scale genomic projects like
the CDC’s SPHERES consortium (Sequencing for
Public Health Emergency Response,
Epidemiology, and Surveillance) enabled a rapid
scale-up of genomic sequencing during the
COVID-19 pandemic. These efforts enabled high-
throughput genomic sequencing of SARS-CoV-2
samples within both public and private
laboratories, which allowed for rapid identification
of variants of concern, such as Delta and Omicron
(Deng et al., 2021). Significantly, this genomic
data played a crucial role in tracing transmission
chains, especially within settings like schools and
long-term care facilities, where traditional
epidemic surveillance failed. A particularly
important use of this data was in tracing the
introduction and community transmission of
B.1.1.7 within the United States through a
phylogenetics analysis, which allowed researchers
to differentiate between importation events versus
local transmission (Washington et al., 2021).
Together, these studies showed that genomic
surveillance has a powerful role in informing
public health decisions and expanding present
understanding of viral fitness, mutation, and
population immunity.

There has been significant momentum in recent
years in integrating pathogen genomic information
with national surveillance infrastructure. Genomic
information is increasingly combined with
metadata derived from clinical records, geography,
and infectious disease investigations to assemble
multi-faceted datasets amenable for use in
predictive modeling (Maxime et al., 2025; Tiwari
et al., 2025). Platforms like GISAID and
Nextstrain have been critical in organizing and
interpreting sequence information around the
world; in the United States, there are efforts
employing regional healthcare networks in
creating interfaces where direct output of
sequencing information is readily incorporated into
region-wide decision-support infrastructure (Oude
Munnink et al., 2021). Thus, there is success with
integrating information on genome sequences with
information derived through syndromic

surveillance informing on the effect of specific
strains on containment strategy (Alpert et al.,
2021) in near-real time at institutions like the New
York City Public Health Laboratory. While there
are distinct challenges related to information
standardization and access inequities in sequencing
capacity, there is no doubt that the trend of
innovation ~ will  continue  toward making
surveillance information essential and integrated
into public health strategy in the United States.

Supervised Learning for Case Detection and
Risk Stratification

Supervised learning models are central to current
infectious disease monitoring, as they learn to
classify cases, forecast risk, and discover patterns
in clinical or behavioral data on a labeled dataset
(Villanueva-Miranda et al., 2025; Xu et al., 2025).
Regression models and especially logistic
regression have been among the most popular
techniques in identifying the presence of infection
as well as estimating the probability of risk
through demographic or clinical or exposure
factors. Jaiteh et al. (2025) in a comparative study
used multi-year population datasets to logistic
regression to predict HIV testing based on these
datasets and reported a strong sensitivity and
model transparency necessary in the context of
interpreting public health (Jaiteh et al., 2025).
Although the regression methods are quite simple,
they have a strong suit of being statistically
rigorous and transparent, so they can be used as a
useful baseline technique in the supervised
learning pipeline in infectious disease surveillance.

The use of random forest models, which are also
referred to as ensembles of decision trees, has
become prominent because of their capacity to
represent non-linear relationships and interactions
among or among numerous variables without
requiring extensive preprocessing. They are well-
suited to complex public health data, in which
missing and incomplete reporting is a frequent
occurrence, due to their resilience to noise and lack
of data (Hong & Lynn, 2020; Tharanidharan,
2024). Ndao et al. (2024) compared random forest
classifiers with other models in their ability to
predict the presence of ten different infectious
diseases in Senegal and found that random forest
classifiers were better than the rest in several
metrics (sensitivity and specificity) when applied
to high-dimensional data (Ndao et al., 2024).
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Equally, Jaiteh et al. (2025) concluded that random
forests were more precise compared to regression
models when predicting HIV testing behavior, and
when they used interaction effects among sex,
education, and sexual health knowledge (Jaiteh et
al., 2025). These results highlight the possible use
of random forests as a central approach to disease
classification, particularly with feature importance
analyses to determine important predictors to
address specific intervention.

Disease surveillance tasks with high binary
classification accuracy have also seen the
popularization of the use of support vector
machines (SVMs). SVMs are especially useful in
the separation of non-linear data with the help of
kernel transformation and have been used in tasks
like tuberculosis detection based on imaging,
COVID-19 case classification based on EHR and
lab data (Balakrishnan et al., 2023; Hammad et al.,
2023; Pandey et al., 2022). Ndao et al. (2024) have
shown that in low-prevalence environments,
SVMs were more effective in terms of low false
positives and comparable recalls to logistic
regression (Ndao et al., 2024). SVMs may need
parameter tuning and computational intensity but
are useful in those situations where model
accuracy is paramount like in early outbreak
detection or screening of low-risk populations
(Guido et al., 2024). Their use in surveillance
systems is useful as evidenced by their constant
incorporation with ensemble and deep learning
techniques of hybrid model optimization.

Deep Learning for Temporal and Spatial
Forecasting

Long Short-Term Memory models (LSTM), a type
of recurrent neural network, have been shown to
be wvery successful in capturing the temporal
dynamics of infectious disease surveillance. They
are especially useful in outbreak prediction and
trend tracking of epidemics (Okut, 2021) because
of their capability to store and exploit long-term
dependencies in time-series data (Pontoh et al.,
2022). A more applicable illustration, albeit
involving a non-U.S. setting, is by Zhang et al.
(2022), who used LSTM-based models on hepatitis
surveillance data and pointed out the higher
accuracy of deep learning compared to the
traditional statistical approach in modeling the
disease under incidence in the long-term (Xia et
al., 2022). Although the research was done on
Chinese data, the modeling framework is flexible
and broadly used in the disease forecasting of the
U.S. as an ensemble system by institutions such as
the CDC. LSTM networks remain a central point

of the temporal prediction model because of their
resilience in dealing with irregular times and
missing data both of which are frequent in real-life
surveillance streams (Weerakody et al., 2021).

In addition to pure temporal models,
spatiotemporal deep learning networks combine
time and space in their modeling, which allows
more thorough modeling of how diseases can
spread across space and change over time. A
recent study by Han et al. (2025) introduced the
Causal Spatiotemporal Graph Neural Network
(CSTGNN), which integrates a spatio-contact SIR
model with a dynamic graph neural network to
forecast epidemic trajectories (Han et al., 2025).
The model captures both static and fluctuating
patterns in human mobility and embeds them into
a temporally aware graph architecture (Han et al.,
2025). While validated using datasets from China
and Germany, the framework is directly applicable
to U.S. contexts where high-resolution mobility
and health surveillance data are available.
Importantly, this hybrid design preserves
interpretability, allowing public health
professionals to understand both the why and
where of outbreak dynamics.

Real-time outbreak forecasting powered by deep
learning is transforming how public health systems
anticipate and respond to infectious disease threats
(Rodriguez et al., 2020). The models are intended
to consume constantly updating data feeds,
electronic health records, syndromic surveillance
feeds, social media signals, mobility trends, and
others to produce timely predictions regarding
disease incidence and transmission (Ekundayo,
2024). Feed-forward neural networks, recurrent
models, or transformer-based systems are deep
learning architectures that can be modified to
process heterogeneous inputs at scale and are
therefore suitable nowecasting or short-term
forecasting at conditions that change rapidly due to
epidemiologic factors (Roster et al., 2022). It
contrasts with traditional systems where feature
engineering and the task of creating a static dataset
might be required since real-time systems use
automated learning of incoming data and
predictions adapt as new patterns are discovered
(Bettencourt & Soman, 2020). Their output can be
directly incorporated into operational dashboards,
which give public health agencies actionable
insights on how to allocate resources, timely
intervention, and risk communication (Wang et al.,
2019). These deep learning models are becoming
important in the proactive management of
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outbreaks and epidemic preparedness as data

infrastructure and real-time reporting advance.

Deep Learning Framework for Real-Time Infectious Discase Forecasting
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Figure 2 shows a simplified deep learning framework for real-time infectious disease surveillance, illustrating
how multi-source data inputs are processed through temporal (LSTM/ transformer) and spatiotemporal (graph
neural network) models to generate newscasting, short-term forecasts, and resource allocation insights.

Infectious disease surveillance anomaly detection
in infectious disease surveillance, anomaly
detection attempts to identify unusual or
uncommon patterns in clinical and epidemiological
data without using any preset labels (Eze et al.,
2023). Unsupervised models are particularly
applied when there is a limited amount of early
outbreak data, or the data is incomplete (Eze et al.,
2023). In the recent past, more sophisticated
systems have been developed based on
transformer-based language models to model
longitudinal electronic health record (EHR) data
(Ren et al., 2025). Such models forecast the likely
outcome of patients and make records anomalous
when the observed clinical patterns do not conform
well with the acquired norms. As an example, a
2024 study proved how a GPT-based system could
be used to detect early-stage hospital-based
outbreaks by detecting clinical sequences that do
not follow an expected disease progression, before
a formal diagnosis (Hao et al., 2024). These
unsupervised architectures are more sensitive to
detection and less reliant on historic outbreaks
labels.

The clustering techniques are useful to reveal
latent clusters of cases on a spatial, temporal,
clinical, or behavioral basis, which may indicate
localized transmission events or common risk
factors (Lan & Delmelle, 2023). Such algorithms
as DBSCAN, k-means, or hierarchical clustering
have been successfully used in the context of both
classic surveillance systems and the real-time

digital health data setting (Foluke Ekundayo, 2024;
Natrayan et al., 2024). The evaluation of space
time series, a study specific to the U.S., revealed
that geographical hotspots of infectious disease
dissemination, such as new outbreaks at the
communal level, could be identified through the
clustering of multi-source surveillance streams
(Wu et al., 2025). This self-control analysis
enables the early identification of the disease foci,
which contributes to the geographically targeted
interventions and distribution of resources.

Semi-supervised learning has the advantage of not
requiring a lot of labeled data but has many
unlabeled backgrounds and hence is the best at
detecting the first signal (Rosenfeld & Globerson,
2018). In practice, the models can use weak
indicators of a possible outbreak, such as
syndromic surveillance (Edo-Osagie et al., 2019),
internet search patterns, and EHR data, to detect it
before it is confirmed (Goncalves et al., 2025).
Semi-supervised frameworks can learn
continuously as new data comes by taking the few
labels of known outbreaks and a large amount of
unlabeled time-series input (Edo-Osagie et al.,
2019). As an example, such trained models can
pick up on the rises in uncharacteristic
combinations of symptoms or health-seeking
behavior changes, which could be the first signs of
a rising public health danger (Cheah et al., 2025;
Nobles et al.,, 2022). The feature is unique
especially when dealing with low-incidence
situations or when new pathogens appear and the
gold-standard case data is lagged (Santos et al.,
2021).
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Early Outbreak Detection and Situational
Awareness

Data-driven technologies and machine learning
models are now part of improving early outbreak
detection and enhance situational awareness of
various infectious diseases in the United States,
such as influenza, COVID-19, RSV, and novel
pathogens (Parums, 2023; Srivastava et al., 2025).
These tools combine various sources of data
including electronic health records, syndromic
surveillance feeds, type of medicine sold over the
counter, and mobility patterns to give real-time
signals of abnormal disease activity (Hripcsak et
al., 2009). Compared to the old systems of
surveillance, which tend to lag behind the real-
world dynamics of transmission, the new systems
can provide early warning and insights into what
may happen ahead, enabling the health
departments of the population to react to changes
in the number of cases before it gets too high
(Maclintyre et al., 2023). These approaches can
facilitate quicker mobilization efforts, more
accurate risk communications, and earlier
containment efforts that will improve the
responsiveness of the country to seasonal
epidemics and abrupt health hazards as these
approaches will allow analysis of regional and
demographic trends in nearly real-time (Ezeh et
al., 2024).

Resource Allocation and Health System
Preparedness

Predictive modeling has since become a crucial
asset in terms of predicting the capacity of the
hospitals, especially when it comes to a period of a
national health emergency (Endres-Dighe et al.,
2021; Taiwo, 2025). The trends of patient
admission,  community  transmission,  and
demographic risk factors are available to feed
machine learning algorithms that could be used to
project the demand of future bed, ICU occupancy,
and ventilator utilization (Lorenzen et al., 2021;
Ward et al., 2022). The forecasts are useful in
enabling health systems to prepare for surges by
informing them of the time and place to build
capacity, delay elective processes, or convert
clinical spaces (Fagbenle, 2025). Such tools have
been critical during mass outbreaks like the
COVID-19 to identify hospitals that are under the
threat of being overwhelmed and to coordinate
with regional and federal partners to reserve the
capacity prior to the systems reaching critical
levels (Qian et al., 2021).

Simultaneously, data-driven systems assist in real-
time optimization of the workforce and supply
chain predicting staffing gaps and essential supply
shortages (Patil, 2024). These models are useful to
the health administrators in forecasting and
realigning workforce assignments in departments
or facilities by combining variables including
patient volumes, absenteeism trends and regional
caseloads (Petanidis et al., 2025). Equally,
inventory forecasting systems have the ability to
predict the timing and location of personal
protective equipment (PPE), medication, and
diagnostic supply movement to avoid bottlenecks
(Harsha et al., 2022; Shahin et al., 2024) . Such
preparedness will result in the capability to sustain
the necessary services in the case of extended
public health emergencies, even in the presence of
an uneven distribution of resource strain across
locations or sectors.

Targeted Interventions and Precision Public
Health

The progress in the field of data analytics and
machine learning allowed the development of risk-
based vaccination plans that are no longer one-
size-fits-all (Bouramtane et al., 2025; Eze et al.,
2024). Predictive models have the ability to target
the most vulnerable population through a
combination of individual-level clinical data,
demographics, and risk behavioral profiles (Tan et
al., 2020). Such insights can be used to prioritize
the allocation of vaccines in cases of limited
supply such as the onset of a pandemic or on
seasonal diseases with a dynamic burden (Buckner
et al., 2021). Risk stratification can also be used to
plan booster campaigns by determining those at
high risk because of comorbidities, occupation, or
immunity loss (Keeling et al., 2021). These are the
accuracy strategies that enhance effectiveness and
fairness of vaccination programs, resulting in high
impact protection of the most affected individuals.

Machine learning models and geospatial data
analytics can inform interventions at the
community level, by identifying neighborhoods or
regions at risk of transmission, with low healthcare
access, or low vaccination coverage (Ali, 2024;
Cheong et al., 2021). Real-time detection of new
hotspots, or underserved zones will allow public
health officials to send testing, health education,
mobile clinics, or containment to those locations
immediately (Kumar et al., 2025). Such a localized
strategy will maximize the potential of small
resources and increase credibility and rate of
compliance among affected populations (Babatuyi
et al, 2024; Bandara et al., 2025). Finally,
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accuracy in public health enables the decision-
makers to act more swiftly and accurately,
decreasing the spread and the burden of the
infectious diseases of the population (Ali, 2024).

Case Studies from U.S. Surveillance Initiatives
Surveillance systems based on data have become
more common among federal and state-level
agencies in the United States as a means of
tracking and controlling infectious diseases
(Birkhead et al., 2015). At the federal level,
programs such as the CDCs National Syndromic
Surveillance Program (NSSP) have incorporated
real-time data collection of the emergency
departments, urgent care centers, and laboratories
to provide the early indicators of the outbreaks
throughout the nation (Romano et al., 2018). In the
meantime, state health departments have put local
systems in place that include mobility data, school
absenteeism rates, and local hospital metrics that
will allow them to respond to local issues (Hyder
et al., 2021; Lawpoolsri et al., 2014). These
combined systems have improved the granularity
and timeliness of surveillance and are able to
identify threat outbreaks faster, including influenza
surges, RSV, and new pathogen threats (Gupta et
al., 2022; Harcourt et al., 2019). Notably, the
interaction between state and federal has helped in
better data exchange, standardizations and multi-
jurisdictional preparedness in response (Grier et
al., 2011).

In spite of these developments, there are some
lessons that have been learned after the use of
surveillance systems in past emergencies that have
happened concerning the health of the people
(Archer et al.,, 2023). A major lesson is that
information alone is no longer enough, and
systems should be usable, have easy-to-use
dashboards and automated alerts that would enable
fast decision-making (Katapally & Ibrahim, 2023).
Also, irregular data quality and reporting delays
between jurisdictions have raised the issue of
better  interoperability and investment in
infrastructure (Dixon et al., 2011). The workforce
capacity is also essential since the professionals of
public health should not only be able to interpret
the data but respond to it fast and efficiently
(Bertulfo et al., 2024; Martin et al., 2022). Finally,
programs that included community response and
raised the level of local trust were more likely to
have an impact, which supports the significance of
integrating technological services with human-
oriented approaches to the social structure of
public health (Lansing et al., 2023).

With the changing landscape of infectious disease
threats, secure, scalable and equitable innovation
must be the priority of the future of surveillance in
the United States. Federated learning and privacy
preserving analytics has the potential to provide a
promising direction in which large-scale, multi-
institutional collaboration could take place without
affecting individual or institutional data privacy.
The methods enable the use of decentralized
datasets (hospital networks or state health
departments) to train machine learning models but
retain local control of data. Not only does this
strengthen the robustness of models in a variety of
populations but it also covers key issues of data
sharing, legal  regulations, and  patient
confidentiality that in the present situation
undermine the cross-jurisdictional surveillance
endeavors.

Alongside this, real-time and adaptive surveillance
systems need to be developed in order to act
appropriately in response to a threat of greater
dynamism and rapidity. It is no longer enough to
have static dashboards and manually maintained
reports in the world where outbreaks can grow in
only a few days. The systems of the future need to
be in a position to consume and process a variety
of data streams in real time, from social behavior
and mobility to wastewater observation and
climate signs and respond by modifying predictive
services as conditions evolve. Such responsive
platforms would allow the public health officials to
be able not only to track but also to preempt and
counter the threats as they arise with both screens
and accuracy.

The other wurgent line is the harmonious
combination of genomic, behavioral and clinical
data to single surveillance platforms. Genomic
sequencing allows identifying the variants and
transmission routes, whereas behavioral data,
including vaccine hesitancy, mobility, or health-
seeking behavior, helps to provide context to
clinical trends. These streams of data are, however,
in silos and are usually maintained by different
agencies or in different formats. The future studies
should be based on defining a common ontology,
data standards, and data analysis pipelines that
facilitate comprehensive modeling of disease
dynamics. This integration would expose the
transmission of drivers that were not visible before
and would inform more individualized,
community-specific interventions.
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To facilitate these developments, it is extremely
necessary to set national standards regarding Al-
enabled surveillance. These must have ethical
principles, validation standards, and
interoperability standards to make sure that Al
systems applied in the field of public health are
secure, fair, and responsible. In the absence of a
clear regulatory framework, innovations face the
danger of being fragmented, biased, and losing
favor of the people. All the federal, state, and
academic institutions will need to coordinate their
policy efforts to come up with sustainable
governance structures, which can change with the
technology environment.

Although the use of machine learning in the
context of infectious disease surveillance has
achieved quite impressive advancement, there are
still certain gaps in the research, most of which
require interdisciplinary cooperation. It is essential
to bridge the divide between the creators of
algorithms, epidemiologists, clinicians, behavioral
scientists, and policymakers since it is necessary
not only to have technically sound models but also
operationally relevant. Also, more funds should be
allocated to implementation of science to assess
their performance in actual public health
environments, particularly with underserved or
high-risk populations. It will be critical to seal
such gaps to create a more resilient, data-driven
surveillance architecture which can safeguard
population health in an ever more complex and
interconnected world.

The adoption of the big data and machine learning
in infectious disease surveillance signifies the
revolution of the concept of the health of the
population in the United States. Since the first
signs of the outbreak can be identified quickly, as
well as resources can be distributed dynamically
and specific interventions can be targeted, these
technologies promise unprecedented chances to
enhance timeliness, accuracy, and responsiveness.
Their practical benefits can be seen in real-world
applications both on a federal and state level, but
current research on deep learning, anomaly
detection, and genomic integration has the
potential to create a more adaptive and intelligent
system. Nonetheless, to achieve the full potential
of these tools the constantly existing obstacles,
such as data silos, privacy limitations, labor
shortages, and the absence of a framework of
standardized national Al use in health surveillance,
have to be overcome. Subsequent studies must

focus on multifaceted collaboration, infrastructure
to protect privacy, and merging clinical and
behavioral and genomic data to create more robust
and equitable surveillance capabilities. With the
future of emerging pathogens and health threats
around the world, the nexus of machine learning
and public health intelligence will be critical to the
protection of health in the population.
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